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, What is Phishing?

- Fraudulent attempt to obtain personal or sensitive
information, such as usernames, passwords, and credit
card numbers

- Sender claims to be a trustworthy entity, often
spoofing characteristics of the message to appear
legitimate

- Typically carried out via email or instant messaging
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Spoofing Emails
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| Spoofing Web Sites

- Itis easy to spoof web sites. Any web page can link to
images on other sites, or even copy entire pages
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How to Identify a Scam

- If a message asks you to send your password or other
information via email, you can be absolutely certain it
isascam.

- Watch for odd language, strange email addresses and
links, and anything suspicious

- Check links carefully before clicking; if you are in
doubt, type them in your browser rather than clicking
alink

- Become familiar with secure SSL connections
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Verifying Messages

- If vou are ever unsure of a



